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By	Loyd	Case	on	May	16,	2005	at	1:26	am	This	site	may	earn	affiliate	commissions	from	the	links	on	this	page.	Terms	of	use.	64-Bits	Goes	Prime	Time—AlmostEver	since	the	first	Athlon	64	processor	shipped,	buyers	and	builders	of	64-bit	desktop	systems	have	waited	for	a	mainstream	64-bit	operating	system.	While	they	waited,	Apple	shipped	partially
64-bit	versions	of	MacOS	10,	but	of	course	only	Mac	owners	could	enjoy	those.	Meanwhile,	Linux	users	could	happily	install	any	of	several	64-bit	distros	on	their	systems.	Finally,	Windows	XP	Professional	x64	is	here–sort	of.For	example,	it’s	tough	to	buy	a	desktop	PC	system	today	with	Windows	XP	Pro	x64	(which	we’ll	just	call	Windows	x64).	None	of
the	major	manufacturers	are	shipping	systems	with	Windows	x64	installed,	unless	you	buy	an	engineering	or	professional	graphics	workstation.	Even	the	boutique	resellers,	such	as	Falcon	Northwest,	VoodooPC,	or	Alienware	don’t	seem	to	offer	Windows	x64	preloaded.	And	you	can’t	just	run	out	and	buy	a	retail	copy–Microsoft	is	making	it	available
only	as	an	OEM	item,	which	retail	stores	won’t	stock.	So	there’s	a	version	that	needs	to	be	bought	with	a	system,	but	you	can’t	buy	a	system	with	it	installed.	Confused	yet?Actually,	you	can	buy	OEM	copies	of	Windows	x64,	but	you	typically	need	to	purchase	it	with	some	sort	of	hardware;	usually	a	processor,	hard	drive,	or	motherboard	will	suffice.	In
some	cases,	you	may	only	need	to	buy	a	cheap	keyboard	or	mouse	in	order	to	fulfill	the	OEM	requirement.	We’ve	worked	with	stores	that	will	sell	it	to	us	without	the	added	hardware,	but	only	because	we	regularly	buy	system-level	hardware	from	them.The	other	way	to	obtain	Windows	x64	is	directly	from	Microsoft–but	only	if	you’ve	previously
bought	a	system	that’s	64-bit	capable	and	it	was	bought	with	a	licensed	copy	of	Windows	XP	Professional.	Windows	XP	Home	and	Windows	XP	Media	Center	Edition	aren’t	eligible.	Your	PC	hardware	must	have	been	ordered	or	built	between	March	31,	2003,	and	July	31,	2005.	Note	the	escape	clause–“or	built.”	So	if	you	built	your	own	system,	you	can
presumably	order	a	copy.	You	are	sacrificing	the	license	for	the	32-bit	copy	you’re	upgrading,	and	it	has	to	be	either	a	full	retail,	OEM,	or	System	Builder	version.	Assuming	your	version	of	Windows	XP	Professional	is	eligible,	you	plunk	down	$12.99	with	a	credit	card	and	Microsoft	sends	you	a	DVD-style	case	with	the	CD	and	new	CD	key.You	can	read
the	fine	print	on	upgrading	to	Windows	XP	Professional	x64	at	the	Microsoft	web	site.	You’ll	also	want	to	check	out	PC	Magazine’s	in-depth	analysis	of	Windows	XP	Professional	x64.	Continued…	This	site	may	earn	affiliate	commissions	from	the	links	on	this	page.	Terms	of	use.	Most	new	PCs	have	been	shipping	with	the	64-bit	version	of	Windows	—
both	Windows	7	and	8	—	for	years	now.	64-bit	bit	versions	of	Windows	aren’t	just	about	taking	advantage	of	additional	memory.	They’re	also	more	secure	than	32-bit	versions.	64-bit	operating	systems	aren’t	immune	to	malware,	but	they	do	have	more	security	features.	Some	of	this	also	applies	to	64-bit	versions	of	other	operating	systems,	such	as
Linux.	Linux	users	will	gain	security	advantages	by	switching	to	a	64-bit	version	of	their	Linux	distribution.	Address	Space	Layout	Randomization	ASLR	is	a	security	feature	that	causes	a	program’s	data	locations	to	be	randomly	arranged	in	memory.	Before	ASLR,	a	program’s	data	locations	in	memory	could	be	predictable,	which	made	attacks	on	a
program	much	easier.	With	ASLR,	an	attacker	has	to	guess	the	correct	location	in	memory	when	trying	to	exploit	a	vulnerability	in	a	program.	An	incorrect	guess	may	result	in	the	program	crashing,	so	the	attacker	won’t	be	able	to	try	again.	This	security	feature	is	also	used	on	32-bit	versions	of	Windows	and	other	operating	systems,	but	it’s	much
more	powerful	on	64-bit	versions	of	Windows.	A	64-bit	system	has	a	much	larger	address	space	than	a	32-bit	system,	making	ASLR	that	much	more	effective.	Mandatory	Driver	Signing	The	64-bit	version	of	Windows	enforces	mandatory	driver	signing.	All	driver	code	on	the	system	must	have	a	digital	signature.	This	includes	kernel-mode	devices
drivers	and	user-mode	drivers,	such	as	printer	drivers.	Mandatory	driver	signing	prevents	unsigned	drivers	provided	by	malware	from	running	on	the	system.	Malware	authors	will	have	to	somehow	bypass	the	signing	process	through	a	boot-time	rootkit	or	manage	to	sign	the	infected	drivers	with	a	valid	certificate	stolen	from	a	legitimate	driver
developer.	This	makes	it	more	difficult	for	infected	drivers	to	run	on	the	system.	Driver	signing	could	also	be	enforced	on	32-bit	versions	of	Windows,	but	it	isn’t	—	likely	for	continued	compatibility	with	old	32-bit	drivers	that	may	not	have	been	signed.	To	disable	driver	signing	during	development	on	64-bit	editions	of	Windows,	you	would	have	to
attach	a	kernel	debugger	or	use	a	special	startup	option	that	doesn’t	persist	across	system	reboots.	Kernel	Patch	Protection	KPP,	also	known	as	PatchGuard,	is	a	security	feature	only	found	on	64-bit	versions	of	Windows.	PatchGuard	prevents	software,	even	drivers	running	in	kernel-mode,	from	patching	the	Windows	kernel.	This	has	always	been
unsupported,	but	it’s	technically	possible	on	32-bit	versions	of	Windows.	Some	32-bit	antivirus	programs	have	implemented	their	antivirus	protection	measures	using	kernel	patching.	PatchGuard	prevents	device	drivers	from	patching	the	kernel.	For	example,	PatchGuard	prevents	rootkits	from	modifying	the	Windows	kernel	to	embed	themselves	in
the	operating	system.	If	an	attempt	at	kernel	patching	is	detected,	Windows	will	immediately	shut	down	with	a	blue	screen	or	reboot.	This	protection	could	be	put	into	place	on	the	32-bit	version	of	Windows,	but	it	hasn’t	been	—	likely	for	continued	compatibility	with	legacy	32-bit	software	that	depends	on	this	access.	Data	Execution	Protection	DEP
allows	an	operating	system	to	mark	certain	areas	of	memory	as	“non-executable”	by	setting	an	“NX	bit.”	Areas	of	memory	that	are	supposed	to	hold	data	only	will	not	be	executable.	For	example,	on	a	system	without	DEP,	an	attacker	could	use	some	sort	of	buffer	overflow	to	write	code	into	a	region	of	an	application’s	memory.	This	code	could	then	be
executed.	With	DEP,	the	attacker	could	write	code	into	a	region	of	the	application’s	memory	—	but	this	region	would	be	marked	as	not-executable	and	could	not	be	executed,	which	would	stop	the	attack.	64-bit	operating	systems	have	hardware-based	DEP.	While	this	is	also	supported	on	32-bit	versions	of	Windows	if	you	have	a	modern	CPU,	the
default	settings	are	more	stringent	and	DEP	is	always	enabled	for	64-bit	programs,	while	it’s	disabled	by	default	for	32-bit	programs	for	compatibility	reasons.	The	DEP	configuration	dialog	in	Windows	is	a	bit	misleading.	As	Microsoft’s	documentation	states,	DEP	is	always	used	for	all	64-bit	processes:	“System	DEP	configuration	settings	apply	only	for
32-bit	applications	and	processes	when	running	on	32-bit	or	64-bit	versions	of	Windows.	On	64-bit	versions	of	Windows,	if	hardware-enforced	DEP	is	available	it	is	always	applied	to	64-bit	processes	and	kernel	memory	spaces	and	there	are	no	system	configuration	settings	to	disable	it.”	WOW64	64-bit	versions	of	Windows	run	32-bit	Windows	software,
but	they	do	it	through	a	compatibility	layer	known	as	WOW64	(Windows	32-bit	on	Windows	64-bit).	This	compatibility	layer	enforces	some	restrictions	on	these	32-bit	programs,	which	may	prevent	32-bit	malware	from	functioning	properly.	32-bit	malware	will	also	be	unable	run	in	kernel	mode	—	only	64-bit	programs	can	do	that	on	a	64-bit	OS	—	so
this	may	prevent	some	older	32-bit	malware	from	functioning	properly.	For	example,	if	you	have	an	old	audio	CD	with	the	Sony	rootkit	on	it,	it	won’t	be	capable	of	installing	itself	on	a	64-bit	version	of	Windows.	64-bit	versions	of	Windows	also	drop	support	for	old	16-bit	programs.	In	addition	to	preventing	ancient	16-bit	viruses	from	executing,	this
will	also	force	companies	to	upgrade	their	ancient	16-bit	programs	that	could	be	vulnerable	and	unpatched.	Given	how	widespread	64-bit	versions	of	Windows	now	are,	new	malware	will	likely	be	capable	of	running	on	64-bit	Windows.	However,	the	lack	of	compatibility	can	help	protect	against	old	malware	in	the	wild.	Unless	you	use	creaky	old	16-bit
programs,	ancient	hardware	that	only	offers	32-bit	drivers,	or	a	computer	with	a	fairly	old	32-bit	CPU,	you	should	be	using	the	64-bit	version	of	Windows.	If	you’re	not	sure	which	version	you’re	using	but	you	have	a	modern	computer	running	Windows	7	or	8,	you’re	likely	using	the	64-bit	edition.	Of	course,	none	of	these	security	features	is	foolproof,
and	a	64-bit	version	of	Windows	is	still	vulnerable	to	malware.	However,	64-bit	versions	of	Windows	are	definitely	more	secure.	Image	Credit:	William	Hook	on	Flickr	Not	sure	if	your	installed	version	of	Windows	is	32-bit	or	64-bit?	If	you're	running	Windows	XP,	chances	are	it's	32-bit.	However,	if	you're	on	Windows	11,	Windows	10,	Windows	8,
Windows	7,	or	Windows	Vista,	the	chance	that	you're	running	a	64-bit	version	goes	up	considerably.	Of	course,	this	isn't	something	you	want	to	take	a	guess	at.	Knowing	if	your	copy	of	Windows	is	32-bit	or	64-bit	becomes	very	important	when	installing	device	drivers	for	your	hardware	and	choosing	between	certain	kinds	of	software.	One	quick	way
to	tell	if	you're	running	a	32-bit	or	64-bit	version	of	Windows	is	by	looking	at	information	about	your	operating	system	installation	in	Control	Panel.	However,	the	specific	steps	involved	depend	a	lot	on	which	operating	system	you're	using.	Another	quick	and	simple	way	to	check	if	you're	running	a	32-bit	or	64-bit	version	of	Windows	is	to	check	the
"Program	Files"	folder.	There's	more	on	that	at	the	very	bottom	of	this	page.	Open	the	Control	Panel.	You	can	check	your	Windows	system	type	much	faster	from	the	Power	User	Menu,	but	it's	probably	speedier	that	way	only	if	you're	using	a	keyboard	or	mouse.	With	that	menu	open,	select	System	and	then	skip	to	Step	4.	Choose	System	and	Security
within	Control	Panel.	You	won't	see	a	System	and	Security	link	in	Control	Panel	if	your	view	is	set	to	either	Large	icons	or	Small	icons.	If	so,	select	System	and	then	skip	to	Step	4.	Choose	System.	This	screen	can	also	be	opened	by	executing	the	control	/name	Microsoft.System	command	from	Run	or	Command	Prompt.	Find	the	Device	specifications
area	(Windows	11),	or	the	System	area,	located	under	the	large	Windows	logo.	Within	there,	next	to	System	type,	it	will	say	either	64-bit	Operating	System	or	32-bit	Operating	System.	The	second	bit	of	information,	either	x64-based	processor	or	x86-based	processor,	indicates	the	hardware	architecture.	It's	possible	to	install	a	32-bit	edition	of
Windows	on	either	an	x86	or	x64	based	system,	but	a	64-bit	edition	can	only	be	installed	on	x64	hardware.	You	should	now	know	for	certain	whether	Windows	11/10/8	is	32-bit	or	64-bit	Go	to	Start	>	Control	Panel.	Choose	System	and	Security.	Don't	see	it?	Just	choose	System	and	then	proceed	to	Step	4.	Select	System.	Locate	the	System	area	below
the	oversized	Windows	logo,	and	look	for	System	type	among	the	other	statistics	about	your	computer.	This	will	report	either	32-bit	Operating	System	or	64-bit	Operating	System.	There	is	no	64-bit	version	of	Windows	7	Starter	Edition.	Now	you	know	whether	you	have	Windows	7	64-bit	or	32-bit.	Select	Control	Panel	from	the	Start	menu.	Choose
System	and	Maintenance.	If	you're	viewing	the	Classic	View	of	Control	Panel,	you	won't	see	this	link.	Just	open	System	instead	and	then	proceed	to	Step	4.	Select	System.	Locate	the	System	area	below	the	big	Windows	logo.	Within	that	section	is	one	called	System	type.	Look	here	to	see	if	you	have	Windows	Vista	32-bit	or	64-bit,	indicated	by	either
32-bit	Operating	System	or	64-bit	Operating	System.	There	is	no	64-bit	version	of	Windows	Vista	Starter	Edition.	You	should	now	know	whether	you	have	Windows	Vista	64-bit	or	32-bit.	Select	Start	and	then	choose	Control	Panel.	Select	Performance	and	Maintenance.	If	you	don't	see	this	link,	open	System	and	then	go	down	to	Step	4.	Choose	System.
Locate	the	System	area	to	the	right	of	the	Windows	logo.	You	should	be	on	the	General	tab	in	System	Properties.	Under	System	is	basic	information	about	the	version	of	Windows	XP	installed	on	your	computer:	Microsoft	Windows	XP	Professional	Version	[year]	means	you're	running	Windows	XP	32-bit.Microsoft	Windows	XP	Professional	x64	Edition
Version	[year]	means	you're	running	Windows	XP	64-bit.	There	are	no	64-bit	versions	of	Windows	XP	Home	or	Windows	XP	Media	Center	Edition.	If	you	have	either	of	these	editions	of	Windows	XP,	you're	running	a	32-bit	operating	system.	Now	you	know	if	you're	running	Windows	XP	64-bit	or	32-bit.	This	method	isn't	as	easy	to	understand	as	using
Control	Panel	but	it	does	provide	a	quick	way	of	checking	on	whether	you're	running	a	64-bit	or	32-bit	version	of	Windows,	and	is	especially	helpful	if	you're	looking	for	this	information	from	a	command	line	tool.	If	your	version	of	Windows	is	64-bit,	you're	able	to	install	both	32-bit	and	64-bit	software	programs,	so	there	are	two	different	"Program
Files"	folders	on	your	computer.	However,	32-bit	versions	of	Windows	have	just	one	folder	since	they	can	only	install	32-bit	programs.	Here's	an	easy	way	to	comprehend	this...	Two	program	folders	exist	on	a	64-bit	version	of	Windows:	32-bit	location:	C:\Program	Files	(x86)\64-bit	location:	C:\Program	Files\	'Program	Files'	Folders	in	Windows	10	64-
bit.	32-bit	versions	of	Windows	have	just	one	folder:	32-bit	location:	C:\Program	Files\	'Program	Files'	Folder	in	Windows	10	32-bit.	Therefore,	if	you	find	only	one	folder	when	checking	this	location,	you're	using	a	32-bit	version	of	Windows.	If	there	are	two	"Program	Files"	folder,	you're	for	sure	using	a	64-bit	version.	FAQ	What's	the	difference
between	Windows	32-bit	and	64-bit?	The	difference	between	Windows	32-bit	and	64-bit	is	processing	power.	A	64-bit	processor	can	handle	more	data	simultaneously,	so	it's	more	capable	overall.	Most	new	processors	are	based	on	the	64-bit	architecture	and	are	fully	compatible	with	32-bit	operating	systems.	How	do	I	run	32-bit	programs	on	64-bit
Windows?	To	run	32-bit	applications	on	64-bit	Windows,	right-click	the	application	and	go	to	Properties	>	Compatibility.	Select	Run	this	program	in	compatibility	mode	for	and	choose	the	version	in	which	you	want	to	run	the	program.	How	do	I	upgrade	from	32-bit	to	64-bit	Windows	10?	To	upgrade	Windows	10	to	64-bit,	you'll	have	to	perform	a	clean
install,	so	back	up	all	your	data;	ensure	you	have	a	64-bit	CPU.	Download	the	Windows	Media	Creation	Tool	to	create	a	64-bit	Win	10	installation	flash	drive.	Shut	down	your	computer,	plug	in	the	flash	drive,	and	follow	the	Windows	setup	prompts.	Thanks	for	letting	us	know!	Get	the	Latest	Tech	News	Delivered	Every	Day	Subscribe	Tell	us	why!
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